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After second de-boost,

Chandrayaan-3 on
glide path to moon

Hemanth C.5.
BENGALURU

The lander module of
Chandrayaan-3, the third
lunar mission of India, is
expected to touch down on
the surface of the moon
around 6.04 p.m. on Wed-
nesday, the Indian Space
Research Organisation (15-
RO) said on Sunday.

The powered descent of
the lander module with the
rover in its belly is expect-
ed to commence at 5.45
phm., it said.

The space agency com-
pleted the second and final
de-boosting (slowing
down) of the module in the
early hours of Sunday.

“Chandrayaan-3  Mis-
sion: The second and final
deboosting operation has
successfully reduced the

~La

LM [lander module] orbit
to 25 km x 134 km,” ISRO
posted on X (formerly
Twitter).

It added that the mo-
dule would now undergo
internal checks and await
sunrise at the designated
landing site.

Live streaming
Announcing the time of
the moon landing, the
space agency said the
event would be broadeast
live from 5.27 p.m. on Wed-
nesday.

The live coverage would
be available on multiple
platforms, including the 15-
RO website, YouTube, 15-
RO's Facebook page, and
DD Mational TV channel.

CONTINUED ON
» PAGE 14
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‘Chandrayaan to touch
down on August 23’

“The soft landing of Chandrayaan-3 is a monu-
mental moment that not only fuels curiosity but
also sparks a passion for exploration within the
minds of our youth. It generates a profound sense
of pride and unity as we collectively celebrate the
prowess of Indian science and technology. It will
contribute to fostering an environment of scientif-
ic inquiry and innovation. All schools and educa-
tional institutions across the nation are invited to
play an active role in this historic event. The insti-
tutions are invited to actively publicise this event
among your students and faculty and organise the
Live streaming of the Chandrayaan-3 soft landing
within the premises,” ISRO said.

In July, while announcing the date of the launch
of the Chandrayaan-3 mission, [SRO Chairman 5.
Somanath said, “If the launch takes place on that
day, then we will be ready for landing on the
moon possibly by the last week of August. The
date is decided when there is sunrise on the
Moon. When we are landing, sunlight must be
there. 5o, the landing will be on August 23," he
said. Mr. Somanath said that if the landing does
not take place on August 23, then [SRO will wait
for another month to make a landing attempt.

DRDO drone crashes in Karnataka

The Hindu Bureau
SHIVAMOGGA

An unmanned testing air-
craft of the Defence Re-
search and Development
Organisation (DRDO)
crashed on a farmland in
Chitradurga district of Kar-
nataka on Sunday. No one
was injured.

The incident happened
around 8.15 a.m. While a
wing of the aircraft fell on
the farmland that belongs
to Thippeswamy, another
portion was found a few
metres away on the land
that belongs to Siddappa.
The local people informed
the police about the crash.

Chitradurga Superinten-
dent of Police K. Parashu-
ram told The Hindu that
the unmanned aircraft was
being operated by the

Crash landing: A DRDO UAV crashed on a farmland in Chitradurga
district of Kamataka on Sunday. SPECIAL ARRANGEMENT

DRDO facility at Kudapura
near Challakere.

The police and the
DRDO team, including pro-
ject director S. Rajagopal,

reached the spot. DRDO In-
dia, in a post on X, said
“TAPAS UAV was undergo-
ing an experimental flight
trial today morning from
ATR Challakere, Karnata-
ka. During the flight, a
technical snag was encoun-
tered, and the UAV crashed
in nearby farmland. The
technical reason is being
investigated, and there is
no collateral damage”.

A similar incident hap-
pened at Jodi Chikkenahal-
li near Challakere in 2019.
The incidents have left resi-
dents of villages around
the Aeronautical Test
Range, established by the
DRDO, anxious.
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Luna 25, Russia’s first lunar mission
in 47 years, crashes into the moon

The pilotless spacecraft was aiming to land in the south pole area of the moon where scientists believe there could be

important reserves of frozen water and precious elements; Roscosmos had lost contact with the spacecraft on August 19

The Hindu Bureau

ussia’s Luna 25
spacecraft crashed
into the moon af-

ter it spun into an uncon-
trolled orbit, the country’s
Roscosmos space agency
said on August 20.

The pilotless spacecraft
was aiming to land in the
south pole area of the
moon, an area where
scientists believe there
could be important re-
serves of frozen water and
precious elements. It had
been expected to land on
August 21.

However, Roscosmos
said it lost contact with Lu-
na 25 on August 19 after the
spacecraft ran into difficul-
ties and reported an “ab-
normal situation”.

NN,

ey
Failed bid: A picture taken from Luna-25 showing the mission

emblem and the bucket of the lunar manipulator complex. REUTERS

“The apparatus moved
into an unpredictable orbit
and ceased to exist as a re-
sult of a collision with the
surface of the moon,” read
a statement from the agen-

cy. It said a special com-
mission was looking into
why the moonshot failed.
India’s Chandrayaan 3
mission, launched on July
14, is also hoping to land in

the moon’s south pole
area.

Its lander’s powered
descent is expected to be-
gin on August 23 evening.

Implications of failure
The lunar mission was Rus-
sia’s first since 1976, when
it was part of the Soviet Un-
ion. Only three govern-
ments have managed suc-
cessful moon landings: the
Soviet Union, the U.S., and
China.

The lunar south pole is
of particular interest to
scientists, who believe the
permanently  shadowed
polar craters may contain
frozen water in the rocks
that future explorers could
transform into air and
rocket fuel.

The failure of Luna 25

Russia’s first moon mission
since 1976 - underscores
the decline of Russia’s
space power status, from a
time when it was the first
country to launch an artifi-
cial satellite and launched
the first human, both to
earth orbit.

Multiple plans
In the past three decades,
Russia has considered va-
rious moon missions that
were delayed or shelved
amid the chaos of the 1991
fall of the Soviet Union
and, later, by the ill-fated
Fobos-Grunt mission, to a
Mars moon, in 2011

Eventually, in the early
2010s, Russia settled on
Luna 25 for the lunar south
pole.

(with agency inputs)
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The vagaries and dangers of space
that Chandrayaan-3 is built to brave

A journey through space - nt‘nas:hmmttm(mfmmcanhmlhcmoan is an adventure in which the spacecraft's own needs

demands of s

Awanish Pandey

n July 14, the Indian Space
Research Organisation (ISRO)
Lmched its Chandrayaan 3
mission. [n roughly 2 month,

the mission spacecraft built up its
momentum around earth, slingshot tself
to the moon, and there, is currently
preparing to descend over the lumar
surface on August 23,
Whlkﬂun&m.mSh.un
complicated mission, a Jot has gone into
increasing the chances of its success,
inchading how its instruments were built
and tested. A journey through space -
even as short as the one from earth to the
moon - is an adventure in which the
spacecraft's own needs need to be
balanced against the harsh denands of
spaceflight.

‘l'hcmhrnind
icularly fr i blem is due

mdu.-sun m;mhngbasmfnctaf
the star, a very busy place, emasaaamlm
of energetic charged particles, such
pnunmmdehcmxm.mmmgcmmad\
fast, called the solar wind. Since they are
charged and earth has a magnetic field,
these particles are deflected and guided
towards earth’s magnetic poles.

When they crass over into the planet’s
upper atmasphere, the electrons and
protoas collide viokently with atoms

there, especially axygen and ni
which are its chief constituents. When the
oxygen and mmgmamms absorb an
electron, they acquire ‘excess’ energy that
Lhr\m)nse:spl’xxms.urhsli of some
frequencdies. Oxygen is respoasible for the
shades of green and orange, whereas
nitrogen contributes to the blues.

These interactions produce the radiant
display known as the northern lights,
sparming a spectrum of hues and

Earth's magnetic Beld renders such
beautiful skies as well as protects the life
and objects it hosts from the wrath of the
solar wind. But earth also has its own van
Allen radiation belts - particles from the
solar wind that are now trapped along the
planet’s magnetic field.

Particles that sway polls
ground, satellites, space stations, and

The Ch 3 prop
whike undorgoing 2 test. seo

Anik E2 satellite in 1982
Generally, these effects are categorised
as displacement damage and single-event
transients. Displacement damage results
when the impact of 2 changed particie in
the solar wind is so strong that it displaces
an atom in an edectronic chip. Such
damage, due to which the chip's
performance decays over time, is usually

moduke ftop) attached to the lander {bottom|] containing the rover,

Chandrayaan 3 represents an
importam collective achievement, on
the part of ISRO and people who
acquired the knowledge, engineered
materials, planmed for eventualities

neccl (obehalanced inst the harsh

including the spacecraft it is bunching -
will be subject fo severe vibrations. So the
instruments have to be built and tested to
make sure they survive this experience.

A hairy environ
In space, the spacecraft could experience

Chandrayaan-3 itself may have to work
through bath -200 degrees to 200 degrees
Celsius, depending on the satellite's
position relative to the moon and the sun.
Wires could break, solder could fail, and
chips could crack. msterials on
the solar panel (reqquired to power the
spacecraft) made of copper could become
more ‘active’ - like water at its boiling
point - and seep through the solar cefl,
rendering it inefficient.

When some materials are placed in a
vacuum, they release air molecules
!nppedmlhem This outgassing canbe a
mmmcc p:nxml.:ﬂyuthtcmpaxm

For
mnkcuksmdep(mdmuhum:
camera lens, andd there'’s no one on the
moan 1o wipe the lens. The result: bad
phoatos. Outgassed molecules Jodged
between electrical contacts can even
bum the contacts and electrical switches.

there are probl that
experts don’t fully understand, but
nonetheless need to deal with. For
example, one explmation for why some
metal coatings form whiskers -
electrically conductive protrusions - is
that they are expressions of built-up stress
in the metal. Some metals grow' whiskers
when in a vacuum, and the whiskers can
short some circuit or other. Several
satellites have failed completely as a
result. In response, experts need to
carefully select the metal coating and
optimise the way it is applied - an
exercise both knowledge- and
resource-mtensive.

So far, so good

permunent. and launched it 1o the moon These are just a few of the profound
Single-event transients cause signals challenges that any space mission must

being transmitted by the spacecraft to d with. V:

momentarily fluctiate, corrupting During chip design, turing, and radiation make for 2

interxled message encoded in the and packaging, experts meticulously h’ﬂalwtxlplxtmwh-:hmperionn

ission. In a famous ple of & fition le passibl tmes)d:munhlb:nunruirm
such signal cormuption, nxurndrdup mechanisms, and incorporae i, and smart soluti
being miscounted in an election in muh:;ieh\mofpmlrdm:mewsm m.ﬁlﬂuﬁ:yun]hasmmu‘dsoﬁw

Bedgium in 2000, A single-event transient
flipped 2 bit in 4 voting machine from ‘0"

moon-bound spacecraft ke Chand; T, 1 in one ¢ T g
3 have no "natural” protection, keaving 4090“mnxm:mdnpdl.
them vulnerable to a variety of issues.

The equipment anboard these Multiple protections
spacefaring vessels have to withstand the | With all possible outcomes in mind,
uwxluﬂhepwud:soﬂl!mhrwmd Jentists and engi use ach d
or face Esilure. The p ineering technig mdu’qmamd
pmbkmsnng:(nm I;lp\upscnqulu facture the ¢
a complete malfunction of critical electronics, andlhuemamlmnxﬂy

systems, as was the case with Canada's

called radiation-hardened electronics.

bath software and hardware components.
For instance, thmeoapnuuﬁheunt

- and this is why, even before it attempts
mhmlmummnon.umpm:msm

signal can be d { duk

h 'y In the event of
bit corruption, the other two bits can
‘outvote’ the corrupted bit.

poe e achievement, on the
part of BRO as much as the wider
national community of people who
anpuul.mdsymhsurdlbemq.xme
d and

These safeguards also need to be bled
minciful of those required to protect the lhemmh.plmwdﬁnah(md
instruments against other probl e litiess and ity hunched it to

For example, just before they get to the moan.
space, they need to be lunched. On the (Awunish Pandey is a semior feflow at
launchpad, the rocket's contents - CERN.)
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The Katchatheevu controversy

Why Is the uninhabited 285 acre islet in

nt to Tamil Nadu and Sri Lanka? What was ;

ed

has been the stand of the Tamil Nadu government over the years? Can Sri Lanka daim sovereignny?

EXPLAINER

L Bamakrishnan

The story so far:

1 August 18, Tamil Nadu Chief

Minister M. K. Stalin revived

the debate over Katchatheevis,

an uninhabited and barren 285
acre idet about 14 nautical miles off
Rameswaram. He reiterated the demand
for retrieval of the islet from Sei Lanka,
which will, according to him, put a
permanent end to the problems of
fishermen of the State. Addressing a

in of

Ramanathapuram district, he pointed out
that following his letters to Prime Minister
Narendra Modi, fishermen arrested by the
Sri Lankan authocities, were released but
the boats and fish nets, essential to the
livelihoods of the fishermen, had not
been retumed. Last month, ahead of the
wisit of Sri Lanka's President to New Delhi,
the Chief Minister urged Mr. Mods to rise
the issue with the dignitary.

When did Katchatheevu become a
part of Sri Lanka?
During June 26-28, 1974, the then Prime
Ministers of India and Sri Lanka, Indira
Gandhi and Sirim R.D. Bandaranaike,

Conflicting clalms: A view from Katchatheews SALAOWHDAR L

territorial sea and exclusive xoae or
excusive economic zone of either of the
countries “without the express

assion of Sri Lanka or India”

signed an tod the
boundary between the two countries in
the historic waters from Palk Strait to
Adam’s Bridge. A joint statement issued
on June 28, 1974, stated that a boundary
h:dbmd:ﬁned mcndnnni)‘vmhlhe

" While certain sections of political
parties and fisherfolk in Tamil Nadu
believe that the retrieval of Katchath

contention was that the erstwhile Raja of

Rammad [Ramanathapuram] had

passession of it as part of his zamin.
rding to an article published

on in the 1974

Anma Dravida Munnetra Kazhagam
(AIADMK), Jan Sarggh, Swatantara and the
Socialist Party, staged walk outs in the
two Houses. Former Prime Minister Atal
Bihari Vajpayee, who was the Jan Sangh's
leader, had contended that the decision to
transfer the islet had been taken “behind
the back™ of the people and Parik

ct berween India and the idland nation? What

THE GIST

-
On Acgust 18, Tamil Nadu
Chied Minkster M ¥ Stafin
redved the debate over

The then Chief Minister M. Karunanidhi,
in 1973 when the talk of the let transfer
haxd been doing rounds, had urged Indira
Gandhi that the popular feeling was in
Evour of retaining Katchatheevu which
“beloaged to India and not to Tamil Nacd

an
and bamren 285 acre ket about
34 nautical miles off
Rameswaram.

-

Fisharfolk of the two countries

alone.” dirg toa report

The Hindu on October 17, 1973. Three
months baer, he wrote a letter reiterating
the stand, a copy of which was relexsed a
day after the 1974 agreement was signed.
M. G. Ramachandran, founder of the
AIADMK, had criticised Karnumanidhi for
“his failure to guide the Centre properly™
on the e and sought his resignation.

When did the issue emerge again?
The Katchatheevu issue was revived in
.\:guﬂlﬂ?lwlhlh:dm Choef Minister

modifed her demand to one of getting
the islet back through “a lease in
perpetuity.” In the last IS years, bath
hy:\hlln::ndlamn‘mlﬂnh.ﬂ

The
Hindu oa March 6, 1968 which was based
wmnmwwddwaslwln‘bk;-

lmderdtpmsdncmndﬂrmnn'ﬁum

Jegaln
principles and precedents.” It also
pointex out that “this boundary falls one
mile off the west coast of the
uninhabited” Katchatheevu.

How i is Kachatheevu?
Fisherfolk of the two countries have been
traditionally using the islet for fishing.
ﬂul.ghdmﬁ-zmwasachm'ledg\dm

Boundary
the Northern Province in Sri Lanka say
that this would only add to their suffering

on their territarial waters.

What triggered the negotiations
between India and Sri Lanka?

the 1974

soveregnty
Kachathy on the ground that the

panmlbmhmﬁnﬂd:nde.u'dm
fishermen of the two countries “shall not
engage” in fishing in the historic waters,

Mmglrz"}mhadmwlﬂlem
during 15051658 CE had

tame ", However, during a
ddnlemmcnumnnl.nksdﬂnnh!v
194, the then Extermal Affairs Minister
Swaram Singh sxid that the decision had
been taken after “exhastive research of
historical and other records” on the islet.

How was the 1974 pact received?
ﬂlepruemdrmzldfmlhc
rlndmumnwxlmmarwnn
th that the pact
9. Dunng!bed:tﬂsmhuhum
ulP;u'Iimwnlm]ulyB?»l mast of the
Juding the Dravida

jurisdiction over the islet. India’s

Munnam Kazhagam (DMK), All India

pproached the apex Court on the matter.

What has the Centre said?

In August 2013, the Unioa govermment
told the Supreme Court that the question
of retrieval of Kachchatheevu from Sei
Lanka did not arise as no territory
belonging to India was ceded 1 Sei
Lanka. It contended that the iset was a
matter of dispute between British India
and Ceylon (now Sri Lanka) and there was
no agreed boundary, a matter of which
was settled through 1974 and 1976
agreements. In December 2022, the
Centre, pointed out in #ts reply in the
Rajya Sabha that Katchatheevu “lies on
the Sri Lankan side of the Indix-Sri Lanka
International Maritime Boundary Line” It
added that the matter was subJudice in
the Supreme Court.

feature was acknowlodged in
the 1974 agreament, the
supplemental pact in March
1576 made it dear that fishing
vessals and flshermen of the
w0 countries “shall not
engage” in fishing in tho
histonc waters.

-

S0 Lanka dalens sovescignty
over Kachatheows on the
ground that the Portuguese
who had occupied the island
Guring 15051658 CE had
euarcised jurisdiction over the
islet. Inda's contention was
that the erstwhile Raja of
Ramnad had possession of It as.
part of his amin.
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How Al is used to increase the frequency
of Acoustic Side Channel Attacks

In such attacks, the sound of clicks generated by a kevboard s used to analyse keysirokes and Interpret what s belng typed o leak sensitve

informerion. These attacks are partdculady dangerous as they are often underestimared by users

Mabee] Ahmed

The story so Far:

n fusgust, a research paper titled “A
F Practical Dep Learning Based

Acoustic Side Channel Attack on

Keyboards®, published and
supparted by the ethics committes of
Durham University, UK., revealed that
Artificial Intelligence (Al) can be used o
decode passwords by analysing the sound
produced by keystrokes. The shudy
highlighted the sccumcy of Acoustic Side
Chanmed Aftacks (ASCAY when
stabe-of-the-art deep leaming models
were wsed to dassify ptop keystrokes
and their mitigation. While ASCA is not
new, the development of Al and deep
learning has increased the risks posed by
side chumnel attacks.

What are ASCA?

T understand Acoastic Side Channel
Aitacks, one should know Side Channpe]
Adtacks (SCA). SCAL are o method of
hacking a crypbographic algorithm hased
an the analysis of miliry systems osed
in the encryption method. These can be
performed wsing a collection of signals
emitted by devices, inchuding
electiromagnetic wives, power
comsumption, mabile sensors as well as
sound from kevboards and printers i
target devices. Once collected, these
signals are used (o interpret signals that
can be then uwsed o compromise the

security af a device.

In an ASCA, the sound of clicks
generated by a keybaard is used to
analyse keystrokes and interpret what is
being typed 1o keak sensitive information.
These attacks are particularly dangerous
as the acoustic sounds from a keyboard
are not onby readily available but also
because their misase is undenestimated
by users. While mast users hide their
screens when typing sensitive
i i, o pr i v sheps ane
taken to hide the sound of the keystrokes,
Amd though over time, the sounsd of
keybrard clicks hos become less profounsd
with devices maling use of
nanr-mechanical keyboards, the
techmology with which the acoustics can
be acressed and processed has also
improves] drastically.

Addtionally, the use of laptops has
increased the scope of ASCAS as liptop
muodels have the sume keyboard making it
easier for Alenabled deep bearning
mudels to pick up and interpret the
acoustics.

How acourate are Acoustic Side
Chammel Attacks?

The research conducted by a group of
scientists from Cornell University,
Duarbam University, University of Summey,
and the: Boyal Hollowary University of
Laondon imvestigated the use of andio
recordings taken from Zoom video
canferencing calls, smartphane

micrephones, and off the-shelf
equipment and algorithms 1o bunch
ASCA attacks. The study found that when
trained om keystrokes by a nearby phone,
the classifier achieved an acoaracy of
G5%, the highest accuracy seen without
the use of 3 language model.

When a deep learning model was
Erarinese] om the data with defaul valses,
Ehe moded was able fo acquire a
mesningfisl interpretation of the data. On
a MacBook Pra, which features a
keyboard identical in swibch design b
Apple's models from the kst two years,
the model was able i achieve
state-ofthe-art accuracy with minimal
training data.

Additionally, when the Al model was
made b recognise keystrodes using audio
captured throwgh a smartphone
micrphone, it was able to achieve 95%
accuracy. However, acouracy dropped i
3% when Zeom clls were used.

Are such attacks new?

ASCA attacks are not new and hove been
arcumd since 1950 when acoustic
emanations of encryption devices wene
used #o crack their security. Additionally,
the United States Natiomal Security
Agency (NSA) declassified documents:
listed acoustic emanations & a source of
Comprmise in 198X Over the past
decades, researchers have published
papers talking about the threats from
ASCA attacks with the advent of modern

technolagy that brought mare
microphones in chos proximity
lesyboards, making it easier to collect and
imberpret acoustic data.

However, with the increasing use af Al
and the acruracy with which deep
learning models can recognise and
analyse keystrokes, the threat from ASCA
has resurfaced. Especially since users may
not take ample precustions while typing
in sensitive information including anking
data and password on their hptops in
public spaces like coffes chops, arparts,
and cafies.

How can users protect against ASCAs?
While there is no explicit means of
defence against ASCAs, simple chamges to
typing could reduce the chances of
attacks. Using touch-based typing can also
meluce the chances of successful
eystroke recognition from G64% to 4009,
making it more dfficuh for threat actors
o leak sensitive information.

Additionally, changes in typing style
and creating stromger passwords that uss
a eombination of upper- and lower-case
alphabets can make it more difficult for
criminals to limch successful ASCA
attacks; the stuchy found that even deep
learning models had a difficul time
recognising the use of shift key to change
the case of alphabets when typing. Users
should also avoid the wse of easily

isable phrases which can make it

easier for Al models to predict the text.
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